Attachment B To Appendix C

ALABAMA MEDICAID AGENCY

BUSINESS ASSOCIATE ADDENDUM

This Business Associate Addendum (this "Agreement") is made effective the ______ day of _____________, 20____, by and between the Alabama Medicaid Agency (“Covered Entity”), an agency of the State of Alabama, and __________________ (“Business Associate”) (collectively the “Parties”).

1. BACKGROUND

a. Covered Entity and Business Associate are parties to a contract entitled ______________________________ (the “Contract”), whereby Business Associate agrees to perform certain services for or on behalf of Covered Entity.

b. The relationship between Covered Entity and Business Associate is such that the Parties believe Business Associate is or may be a “business associate” within the meaning of the HIPAA Privacy Rule (as defined below).

c. The Parties enter into this Business Associate Addendum to the Contract with the intention of complying with the HIPAA Privacy Rule provision that a covered entity may disclose protected health information to a business associate, and may allow a business associate to create or receive protected health information on its behalf, if the covered entity obtains satisfactory assurances that the business associate will appropriately safeguard the information.

2. DEFINITIONS
Unless otherwise clearly indicated by the context, the following terms shall have the following meaning in this Agreement:

a. “Breach” shall mean the acquisition, access, use or disclosure of protected health information which compromises the security or privacy of such information, except where an unauthorized person to whom such information is disclosed would not reasonably have been able to retain such information.

b. “Electronic Health Record” shall mean an electronic record of health-related information on an individual that is created, gathered, managed, and consulted by authorized health care clinicians and staff.

c. “Electronic Protected Health Information” means Protected Health Information that is transmitted by Electronic Media (as defined in the Security and Privacy Rule) or maintained in Electronic Media.

d. “HIPAA” means the Administrative Simplification Provisions, Sections 261 through 264, of the federal Health Insurance Portability and Accountability Act of 1996, Public Law 104-191.

e. “Individual” shall have the same meaning as the term “individual” in 45 CFR 164.501 and shall include a person who qualifies as a personal representative in accordance with 45 CFR 164.502(g).
f. “Personal Health Record” shall mean an electronic record of identifiable health information on an individual that can be drawn from multiple sources and that is managed, shared and controlled by or primarily for the individual.

g. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health Information at 45 CFR part 160 and part 164, subparts A and E.
h. “Protected Health Information” (PHI) shall have the same meaning as the term “protected health information” in 45 CFR 164.501, limited to the information created or received by Business Associate from or on behalf of Covered Entity.
i. “Required By Law” shall have the same meaning as the term “required by law” in 45 CFR 164.501.
j. “Secretary” shall mean the Secretary of the United States Department of Health and Human Services or his designee.
k. “Security Incident” shall mean the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system.

l. “Security Rule” shall mean the Security Standards for the Protection of Electronic Protected Health Information at 45 CFR Parts 160 and 162, and Parts 164, Subparts A and C. The application of Security provisions Sections 164.308; 164.310, 164.312, and 164.316 of title 45, Code of Federal Regulations shall apply to a business associate of a covered entity in the same manner that such sections apply to the covered entity.

m. Unless otherwise defined in this Agreement, capitalized terms used herein shall have the same meaning as those terms have in the Privacy Rule.

n. “Unsecured Protected Health Information” is information that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals by mean of technology or methodology specified by the Secretary of Health and Human Services in the guidance issued under section 13402(h)(2) of Public Law 111–5.

3. OBLIGATIONS OF BUSINESS ASSOCIATE
a. Use and Disclosure of PHI.  Business Associate agrees to not use or disclose PHI other than as permitted or required by this Agreement or as Required By Law.

b. Appropriate Safeguards.  Business Associate agrees to use appropriate safeguards to prevent use or disclosure of the PHI other than as provided for by this Agreement.  The Business Associate agrees to take steps to safeguard, implement and maintain PHI in accordance with the HIPAA Privacy Rule. 

c. Mitigation.  Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a use or disclosure of PHI by Business Associate in violation of the requirements of this Agreement.     

d. Report Unauthorized Use or Disclosure.  Business Associate agrees to promptly report to Covered Entity any use or disclosure of PHI not provided for by this Agreement of which it becomes aware. 

e. Applicability to Business Associate’s Agents.  Business Associate agrees to ensure that any agent, including a sub-Vendor, to whom it provides PHI received from, or created or received by the Business Associate on behalf of, Covered Entity agrees to the same restrictions and conditions that apply through this Agreement to Business Associate with respect to such information.  The Business Associate agrees to have HIPAA-compliant Business Associate Agreements or equivalent contractual agreements with agents to whom the Business Associate discloses Covered Entity PHI.  

f. Access.  Upon receipt of a written request from Covered Entity, Business Associate agrees to provide Covered Entity,  in order to allow Covered Entity to meet its requirements under 45 CFR 164.524, access to PHI maintained by Business Associate in a Designated Record Set within thirty (30) business days. 

g. Amendments to PHI. Business Associate agrees to make any amendment(s) to PHI maintained by Business Associate in a Designated Record Set that Covered Entity directs or agrees to, pursuant to 45 CFR 164.526 at the request of Covered Entity, within thirty (30) calendar days after receiving a written request for amendment from Covered Entity. 

h. Availability of Documents.  Business Associate agrees to make internal practices, books, and records, including policies and procedures and PHI, relating to the use and disclosure of PHI received from, or created or received by the Business Associate on behalf of, Covered Entity, available to Covered Entity or to the Secretary for purposes of the Secretary determining Covered Entity’s compliance with the Privacy and Security Rules, within five business days’ after receipt of written notice.

i. Documentation of PHI Disclosures.  Business Associate agrees to keep records of  disclosures of PHI and information related to such disclosures as would be required for Covered Entity to respond to a request by an individual for an accounting of disclosures of PHI in accordance with 45 CFR 164.528.  

j. Accounting of Disclosures.  The Business Associate agrees to provide to Covered Entity, within 30 days of receipt of a written request from Covered Entity, information collected in accordance with the documentation of PHI disclosure of this Agreement, to permit Covered Entity to respond to a request by an Individual or an authorized representative for an accounting of disclosures of PHI in accordance with 45 CFR 164.528.

k. The Business Associate shall maintain a comprehensive security program appropriate to the size and complexity of the Business Associate’s operations and the nature and scope of its activities as defined in the Security Rule. 

l. The Business Associate shall notify the Covered Entity immediately following the discovery of a breach of Protected Health Information (PHI).

m. The Business Associate shall provide the Covered Entity the following information when a breach of unsecured protected health information is discovered:

1. The number of recipient records involved in the breach.

2. A description of what happened, including the date of the breach and the date of the discovery of the breach if known.

3. A description of the types of unsecure protected health information that were involved in the breach (such as whether full name, social security number, date of

birth, home address, account number, diagnosis, disability code, or other type information were involved).

4. Any steps the individuals should take to protect themselves from potential harm resulting from the breach. 

5. A description of what the Business Associate is doing to investigate the breach, to mitigate harm to individuals and to protect against any further breaches.

6. Contact procedures for individuals to ask questions or learn additional information, which shall include the Business Associate’s toll-free number, email address, Web site, or postal address.

7. A proposed media release developed by the Business Associate.

n. The Business Associate shall obtain Covered Entity approval prior to reporting any breach required by 45 CFR Part 164, Subpart D.

o. The Business Associate shall, after receiving Covered Entity approval, provide the necessary notices to the recipient, prominent media outlet, or the Secretary of Health and Human Services (HHS) to report Business Associate breaches as required by 45 CFR Part 164, Subpart D.

p. Covered Entity will coordinate with the Business Associate in the determination of additional specific actions that will be required of the Business Associate for mitigation of the breach.

q. If the Business Associate is a vendor of personal health records, notification of the breach will need to be made with the Federal Trade Commission.

r. The Business Associate shall be responsible for any and all costs associated with the notification and mitigation of a breach that has occurred because of the negligence of the Business Associate. 

s. The Business Associate shall pay all fines or penalties imposed by HHS under 45 CFR Part 160 HIPAA Administrative Simplification: Enforcement rule for breaches made by any employee, officer, or agent of the Business Associate.

t. The Business Associate shall be subject to prosecution by the Department of Justice for criminal violations of HIPAA if the Business Associate obtains or discloses individually identifiable health information without authorization, and shall be responsible for any and all costs associated with prosecution.

4. PERMITTED USES AND DISCLOSURES
Except as otherwise limited in this Agreement, if the Contract permits, Business Associate may use or disclose PHI to perform functions, activities, or services for, or on behalf of, Covered Entity as specified in the Contract, provided that such use or disclosure would not violate the Privacy Rule if done by Covered Entity; 
a. Except as otherwise limited in this Agreement, if the Contract permits, Business Associate may use PHI for the proper management and administration of the Business Associate or to carry out the legal responsibilities of the Business Associate.

b. Except as otherwise limited in this Agreement, if the Contract permits, Business Associate may disclose PHI for the proper management and administration of the Business Associate, provided that:

1. disclosures are Required By Law; or 

2. Business Associate obtains reasonable assurances from the person to whom the information is disclosed that it will remain confidential and used or further disclosed only as Required By Law or for the purpose for which it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is aware in which the confidentiality of the information has been breached.

c. Except as otherwise limited in this Agreement, if the Contract permits, Business Associate may use PHI to provide data aggregation services to Covered Entity as permitted by 42 CFR 164.504(e)(2)(i)(B).

d. Notwithstanding the foregoing provisions, Business Associate may not use or disclose PHI if the use or disclosure would violate any term of the Contract.

5. REPORTING IMPROPER USE OR DISCLOSURE

a. The Business Associate shall report to the Covered Entity any use or disclosure of PHI not provided for by this agreement immediately from the time the Business Associate becomes aware of the use or disclosure.

b. The Business Associate shall report to the Covered Entity any Security Incident and/or breach immediately from the time the Business Associate becomes aware of the use or disclosure.

6. OBLIGATIONS OF COVERED ENTITY


a. Covered Entity shall notify the Business Associate of any limitation(s) in its notice of privacy practices in accordance with 45 CFR 164.520, to the extent that such limitation may affect Alabama Medicaid’s use or disclosure of PHI.

b. Covered Entity shall notify the Business Associate of any changes in, or revocation of, permission by an Individual to use or disclose PHI, to the extent that such changes may affect the Business Associate’s use or disclosure of PHI.

c. Covered Entity shall notify the Business Associate of any restriction to the use or disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522, to the extent that such restriction may affect the Business Associate’s use or disclosure of PHI.

d. Covered Entity shall not request Business Associate to use or disclose PHI in any manner that would not be permissible under the Privacy Rule if done by Covered Entity.

e. Covered Entity shall provide Business Associate with only that PHI which is minimally necessary for Business Associate to provide the services.

7. TERM AND TERMINATION

a. Term.  The Term of this Agreement shall be effective as of the effective date stated above and shall terminate when the Contract terminates.

b. Termination for Cause.  Upon Covered Entity's knowledge of a material breach by Business Associate, Covered Entity may, at its option:

1. Provide an opportunity for Business Associate to cure the breach or end the violation, and terminate this Agreement if Business Associate does not cure the breach or end the violation within the time specified by Covered Entity;

2. Immediately terminate this Agreement; or

3. If neither termination nor cure is feasible, report the violation to the Secretary as provided in the Privacy Rule.

c. Effect of Termination.

1. Except as provided in paragraph (2) of this section or in the Contract, upon termination of this Agreement, for any reason, Business Associate shall return or destroy all PHI received from Covered Entity, or created or received by Business Associate on behalf of Covered Entity. This provision shall apply to PHI that is in the possession of Sub Vendors or agents of Business Associate. Business Associate shall retain no copies of the PHI.

2. In the event that Business Associate determines that returning or destroying the PHI is not feasible, Business Associate shall provide to Covered Entity notification of the conditions that make return or destruction not feasible.  Business Associate shall extend the protections of this Agreement to such PHI and limit further uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for so long as Business Associate maintains such PHI.  

8. GENERAL TERMS AND CONDITIONS
a. This Agreement amends and is part of the Contract.

b. Except as provided in this Agreement, all terms and conditions of the Contract shall remain in force and shall apply to this Agreement as if set forth fully herein.

c. In the event of a conflict in terms between this Agreement and the Contract, the interpretation that is in accordance with the Privacy Rule shall prevail.  Any ambiguity in this Agreement shall be resolved to permit Covered Entity to comply with the Privacy Rule.

d. A breach of this Agreement by Business Associate shall be considered sufficient basis for Covered Entity to terminate the Contract for cause.

e. The Parties agree to take such action as is necessary to amend this Agreement from time to time for Covered Entity to comply with the requirements of the Privacy Rule and HIPAA.

IN WITNESS WHEREOF, Covered Entity and Business Associate have executed this Agreement effective on the date as stated above.

ALABAMA MEDICAID AGENCY

Signature: 

____________________________________

Printed Name:
Clay Gaddis

Title: 

Privacy Officer
Date:  








BUSINESS ASSOCIATE
Signature:

_____________________________________

Printed Name:








Title: 








Date:  
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